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This guide has been developed within the framework of the
development of the Spanish pilot for the regulatory Al Sandbox,
through collaboration among participants, technical assistance
providers, potential competent national authorities, and the sandbox’s
expert advisory group.

The aim of the guide is to serve as an introductory support to the
European Regulation on Artificial Intelligence and its applicable
obligations. Although it is not legally binding and does not replace
or develop the applicable legislation, it provides practical
recommendations aligned with regulatory requirements, pending the
approval of the harmonised implementing standards for all Member
States.

This document is subject to an ongoing process of evaluation and
review, with periodic updates in line with the development of
standards and the various guidelines published by the European
Commission, and it will be updated once the Digital Omnibus
amending the Atrtificial Intelligence Act is approved.

Among the relevant technical references currently under development,
particular emphasis is placed on prEN 18229-2 “Al Trustworthiness
Framework — Part 2: Accuracy and Robustness”, which will constitute
the foundational standard for the assessment of accuracy and
robustness in Al systems, once formally adopted as a harmonized
standard within the framework of compliance with the European
Artificial Intelligence Act.

Revision date: 10 December 2025
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1. Preamble

1.1 Purpose of the document

A high-risk Al system must be prepared to minimize and prevent harmful and undesirable
behaviours and be able to detect when its operation takes place outside the domain of
entry and execution established by its intended purpose. Likewise, it should be designed
and implemented to avoid making wrong decisions or generating erroneous outputs
information, in order to prevent adverse consequences for safety and fundamental right.

The objective of this guide is to establish the necessary measures that, in our opinion, serve
to meet the requirements of the European Regulation on Atrtificial Intelligence, in relation
to the robustness of the high-risk system.

The European Regulation on Artificial Intelligence considers the concept of technical
robustness as a key mechanism for high-risk Al systems. This is developed through its
recital (75), where it establishes that:

Recital (75)

Technical robustness is a key requirement for high-risk Al systems. They
should be resilient in relation to harmful or otherwise undesirable behaviour
that may result from limitations within the systems or the environment in which
the systems operate (e.g. errors, faults, inconsistencies, unexpected situations).

The measures proposed in this guide establish that the Al system must consider in its
design, development and validation, the technical and organisational measures to prevent
such situations, including the possibility that when such technical robustness does not
operate within safe parameters, the system may interrupt its operation. So much so that it
establishes it in the same recital (75):
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Recital (75)

[...] high-risk Al systems, for example by designing and developing
appropriate technical solutions to prevent or minimise harmful or otherwise
undesirable behaviour. Those technical solution may include for instance
mechanisms enabling the system to safely interrupt its operation (fail-safe
plans) in the presence of certain anomalies or when operation takes place
outside certain predetermined boundaries. [...]

In other words, the robustness of the Al system is so relevant that in cases where it cannot
be adequately guaranteed, the system must be prepared to interrupt its operation in a
controlled manner.

It is the responsibility of the provider of the high-risk Al system to take appropriate
measures (both organizational and technical) to ensure that the system's robustness
requirements are met. Likewise, within its scope of application, the deployer of the system
also has responsibilities that will materialize in specific measures (again organizational and
technical).

We will develop throughout the guide a series of organizational and technical measures
aimed first at validating the artificial intelligence system and then applying the quality
controls of the model that help verify and validate the reasons that lead to the selection of
such metrics.

As for complementary aspects that are key to implementing the system for its intended
purpose, these metrics go beyond the immediate model output for a given evaluation
benchmark and may have implications related to discrimination, bias, or inaccuracy.

Throughout the guide we will address the relationship with these complementary aspects,
and their inclusion in the concept of robustness.

1.2 How to read this guide?

This guide is closely linked to the Article 15 guide on accuracy, robustness and
cybersecurity.

The robustness of the Al system has, among other objectives, that of preserving the
accuracy obtained during the training, testing and validation of the system throughout its
life cycle; especially in those inputs that are not in the training and validation set, but that
are within the domain of the Al system.

The relationship with cybersecurity is also close. On the one hand, cybersecurity contributes
to the robustness of the system by protecting it against adversarial attacks, which could
alter its response (and therefore its accuracy). On the other hand, the robustness
mechanisms must guarantee that cybersecurity measures are maintained over time.
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For a correct application of this guide, it has been structured following the article of the
European Regulation on Artificial Intelligence, and at the same time providing a series of
measures that allow covering the requirements established in the previously analysed
article 15, in relation to robustness.

The guide addresses first in the Section 4, such as establishing robustness metrics for the
system, validation, and verification. This is an important section in relation to the
responsibilities of the Al system provider, because it establishes the basis for defining the
robustness of their Al system. An enlarged detail is attached in the Section 7.1 Annex I:
Metrics and Tests for Al systems which can be consulted to broaden the theoretical basis of
what is intended to be explained in the aforementioned section. In this section robustness,
efficiency, performance and monitoring are related to offer a complete vision.

Following the recommendations of the European Regulation on Artificial Intelligence in
Article 15, measures are presented in section 4.1 to maintain the robustness when the
system is exposed to errors.

In section 4, it is established that for robustness, once defined and protected against
failures, it can be guaranteed thanks to a series of measures aimed at establishing its
continuity over time.

For those systems that continue to learn over time, either because they do so automatically,
or in a programmed manner through data collection (or user feedback) and progressive
updates, specific technical measures are provided in section 5.

The provider should consider that this guide provides recommendations on the coverage
of the requirements set out in Article 15 of the European Regulation on Artificial
Intelligence, but that it is not an exhaustive compendium, and that it may, in some cases,
necessarily have to consider adapting the specific details (especially those referred to in the
Annexes) to the nature and intended purpose of the system and the risks to the health and
rights and freedoms of natural persons.

Instructions on how to obtain the robustness associated with the system, how to use and
interpret it, its thresholds, and the metrics associated with it should be documented
according to the Technical Documentation Guid. Below, throughout the guide we will detail
dimensions to take into account for this.

1.3 Who is it for?

To accommodate all the issues detailed in this guide it is the responsibility of the provider
of the high-risk artificial intelligence system by taking the appropriate measures proposed
here, both organisational and technical. All this with the aim of ensuring that the accuracy
requirements of the system are met.

Within its scope of application, the person responsible for deploying the system also has
responsibilities that will materialize in concrete measures, again organizational and
technical. The guide will indicate, in each case, which are applicable and the scope of these.
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1.4 Use cases used in the guide

Throughout the guide, two use cases will be used as examples of how to develop the
technical documentation. Examples will focus only on the provider who is responsible for
generating and maintaining documentation. A detailed description of the use cases used
can be found in the Concepts and Cross-Cutting Information Guide.

Note: Whenever an example is given, it will be done in an illustrative way. Provider and
deployer must consider the application of all the measures indicated in this guide.

The use cases have been selected according to their ability to explain the information and
procedures detailed in this guide, for continuity with the accuracy guide, the same cases
have been selected.

The cases selected in this case for the preparation of the guide are:

e Detection of false reports
e Employee promotion system.
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2. Introduction

2.1 What is Robustness for Al?

Robustness can be expressed from a series of properties associated with the Al system that
will allow different facets of the Al system to be clearly defined and established.

The highlighted words and descriptions correspond to terms that are developed in the
glossary (see 7.4 Glossary).

We can understand that the relationship between these properties, robustness and the Al
system cannot be understood in isolation from one another. These properties that we have
considered desirable are:

¢ Reliability: Refers to the consistency between the initially estimated values and
subsequent estimated values, or the overall consistency of a measure in statistics.
Robustness is often considered a sub characteristic of reliability [ISO/IEC
25059:2023]. Within the framework of the Square method [75], reliability and
robustness are integrated into the quality assessment of software systems, allowing
for systematic measurement aligned with quality standards [ISO/IEC 25010].

o Stability: In Al systems, stability expresses the degree to which the output of the
system is allowed to change in a controlled manner when its inputs vary within a
specific domain. This property is crucial in applications that require consistency in
responses to small fluctuations in input data, such as in classification, identification, or
automated decision-making tasks. Stability is based on the availability of prior
information about the expected output of the system, whether known to the user,
derived from simulations or defined by optimization systems. This feature is relevant
in neural networks, where it helps ensure that variations in inputs don't lead to
drastically different outputs. However, it is also applicable to other Al models, such as
rule systems, decision trees, or statistical learning methods, as long as the system is
expected to maintain a predictable and consistent response within a range of input
variability.

e Sensitivity: In artificial intelligence systems, sensitivity expresses the degree to which
the output of the system is allowed to vary when its inputs undergo changes. Similar
to stability, sensitivity analysis requires verifying that the system is constrained within
certain response limits and is particularly relevant in applications that demand
consistency under specific input conditions, such as in interpolation or regression
tasks. This criterion is typically set in quantifiable terms (such as a threshold of
variation allowed within a specific range of inputs), making it easier to compare
different Al architectures or approaches. Sensitivity is crucial in systems that require
direct accuracy against a known baseline (ground truth), such as Al systems that
control medical devices. For example, in the case of an Al-controlled insulin pump,
the sensitivity of the system is a determining factor for its safety and reliability, as
insulin delivery must be kept within the limits of the manufacturer's recommended
doses, without exceeding those parameters.
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e Relevance: Expresses the magnitude of the impact that different inputs have on
outputs in an artificial intelligence system. Since different Al models, including neural
networks, can yield different criteria of relevance and still be both valid, any protocol
for comparing models must include a mechanism to resolve potential discrepancies
(e.g., through a voting system). This criterion is especially useful in applications where
the Al performs a task that a human could perform and therefore must be able to
understand and verify the outputs. Assessing relevance is essential to confirm that the
accuracy of the system is supported by the correct factors, and this verification
process can be performed either by a human operator or automatically using
previously validated references.

e Reachability: This property refers to the multi-step accuracy of an Al system in
interaction with its operating environment. It applies to systems that work under the
agent paradigm, where there is a perception-action-environment cycle in which the
agent perceives the state of the environment, executes actions, and evaluates the
impact of these until certain objectives are achieved. The reachability property
assesses whether the system, by applying an Al model (such as a neural network or
other type of algorithm), can achieve a set of defined states, whether they are goals
to be achieved or failure states to avoid, based on its decisions. This property is useful
in various Al approaches, providing a metric of accuracy and performance in closed-
loop systems, i.e. those where the system continuously responds to real-time
environmental conditions.

Example - False Reporting Detection

The risks analysis for the false reporting system states that the system must be able to
maintain a uniform response for small variations in the reporting texts, to prevent certain
data or keywords from triggering the category of a report, causing it to be incorrectly
classified. This incorrect classification is especially serious, in the case of a classification
of a true complaint as false, causing it to not be treated properly.

For this reason, the sensitivity of the system is considered especially relevant. To verify
the sensitivity of the Al system, with respect to variations in inputs, its local valuation is
established, considering its local valuation, to measure the variation around complaints
of the datasets, modified in their environment, but not very far from each other.

The local evaluation of the system will be carried out on the verification dataset and then
extended to the validation process (see section 4.1.3).

The procedure followed for this verification consists of the following steps:

e Thesame number of reports labelled false and true are selected in the verification
set.

e A generic, sufficiently broad bag of words is used in Spanish.

e For each complaint with the bag of words, new complaints are generated, with
random word changes of 5%, that is, complaints are created, close (local) to those
selected.
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e ltis established that, during the verification phase, the sensitivity of the system to
these complaints generated and those that have been originally selected as the
basis for these will be studied

Robustness properties can be local or global. It is more common to verify local than global
robustness, as the former is easier to specify. By local we mean verifying the robustness
properties within the system's input and output domains, and always in relation to their
intended purpose. For example, an image classifier correctly predicts "a car." The local
robustness property can specify that all images generated by rotating the original image 5
degrees must be classified as a car.

A drawback of verifying local robustness properties is that the guarantees are local to the
tested sample and do not extend to other samples in the database, this drawback can be
circumvented, increasing and consolidating the local robustness tests to be as extensive as
possible, and cover variations, within the expected domain. This will make it possible to find
points in the entry domain that are much less robust than their neighbours, or to find areas
of domain border where the system is less robust, and to address its gradual improvement
throughout the design and implementation process.

On the other hand, global robustness properties define guarantees that are
deterministically fulfilled over all possible inputs (these must be specified by defining a valid
range for input features, which is more difficult in configurations where individual features
have no semantic significance).

Both robust environments (global and local) are equally important for a high-risk Al system
and according to the state of the art of the type of model, the intended purpose and the
risks to health, fundamental rights and freedoms, both must be verified. Local robustness,
for allowing less robust points to be found and acted upon and improving the Al system in
the process of its design, testing and validation. The global one for offering guarantees of
the behaviour of the model in the input ranges of the expected domain. It is of special
interest (as detailed in the Technical Documentation guide) to consider within the
properties of robustness, the reasonably foreseeable misuses of the Al system, so that they
can be considered in the global and local analysis of the same.

Desirable properties when designing Al systems include robustness, resilience, reliability,
accuracy, security, safety, privacy, etc. Since robustness is a crucial property that poses new
challenges in the context of Al systems: data quality, model degradation, stability of input
features, accuracy vs. recall. And disturbances in the input data.

Understanding the risks especially related to the robustness of the Al system is essential for
its adoption, so the risks especially linked to the robustness of the Al systems in relation to
those located in the risks plan should be assessed, especially those related to damage to
the health and rights and freedoms of natural persons.

Although software verification is an essential part of any industrial process, the goal of
ensuring the safety and accuracy of the software used in all parts of the system makes the
software verification process an important part of system certification. Therefore, the
techniques used in Al systems are also subject to validation. As not all techniques that
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validate software are directly applicable to Al systems (such as neural network models), new
approaches are necessary for the verification of Al systems, we will address those
approaches in this guide on robustness.

The changes that digital transformation entails at the organizational level must contemplate
culture change management processes to achieve the principles of trustworthy Al. An
example of game theory methodologies that can inspire such changes includes mechanism
design theory '[113].

Moreover, a summarized and visual way to see the changes associated with meeting the
robustness requirements is:

Robustness evaluation
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Strategy for predicting and actively detecting % 2
faults (errors, omissions, and inconsistencies) a E
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on and validation of

ustness

' deserving of the Nobel Prize in Economics in 2007, in which the objective is to obtain desired results according to a specific
solution concept, when we are given an objective function and we do not know the mechanism.
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3. European Regulation on
Artificial Intelligence

3.1 Previous analysis and relationship of the articles

This article establishes the requirements that must be met in terms of three fundamental
aspects "Accuracy, robustness and cybersecurity”. Cybersecurity and accuracy are
specifically addressed in their guides.

In this section we are going to emphasize the paragraphs of this article that are specifically
oriented to the robustness of high-risk Al systems, which are concentrated in sections 1 and
4.

Article 15 Accuracy, robustness and cybersecurity paragraph 1 - establishes the
need to maintain adequate levels of accuracy throughout the life cycle of the Al system, and
we will therefore indicate a series of measures aimed at ensuring that Al systems do not
degrade their performance and robustness specifications once they are putinto operation,
throughout their life cycle.

Al systems must not present problems of operation (compatibility with old libraries they use
or data they process) or quality problems in terms of their robustness as they are used over
time. To this end, they must achieve and respect minimum reasonable levels of robustness
(and associated metrics) pre-established in their requirements and specific to the task they
solve, which guarantee their safety and proper functioning.

Article 15 Accuracy, robustness and cybersecurity section 4 - establishes the need
for measures to protect against errors, failures or inconsistencies.

These aspects described in these sections broaden the focus of the European Regulation
on Atrtificial Intelligence’s requirements related to robustness by addressing failures and
redundancy systems as an important requirement. In the same way, the article reflects that
the robustness for those systems that continue to learn after their implementation must be
considered in a specific way and with measures.

The concept and interpretation of robustness, in terms of technical measures and
evaluation metrics, is inseparable and dependent on the domain of application and,
therefore, its intended purpose.

Transformacién
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3.2 Content of the articles in the Al Act

Art.15 - Accuracy, robustness and cybersecurity

1. High-risk Al systems shall be designed and developed in such a way that they
achieve an appropriate level of accuracy, robustness, and cybersecurity, and that
they perform consistently in those respects throughout their lifecycle.

2. To address the technical aspects of how to measure the appropriate levels of
accuracy and robustness set out in paragraph 1 and any other relevant
performance metrics, the Commission shall, in cooperation with relevant
stakeholders and organisations such as metrology and benchmarking
authorities, encourage, as appropriate, the development of benchmarks and
measurement methodologies.

3. The levels of accuracy and the relevant accuracy metrics of high-risk Al
systems shall be declared in the accompanying instructions for use.

4. High-risk Al systems shall be as resilient as possible regarding errors, faults or
inconsistencies that may occur within the system or the environment in which the
system operates, in particular due to their interaction with natural persons or
other systems. Technical and organisational measures shall be taken in this
regard.

The robustness of high-risk Al systems may be achieved through technical
redundancy solutions, which may include backup or fail-safe plans.

High-risk Al systems that continue to learn after being placed on the market or
put into service shall be developed in such a way as to eliminate or reduce as far
as possible the risk of possibly biased outputs influencing input for future
operations (feedback loops), and as to ensure that any such feedback loops are
duly addressed with appropriate mitigation measures.

5. High-risk Al systems shall be resilient against attempts by unauthorised third
parties to alter their use, outputs or performance by exploiting system
vulnerabilities.

The technical solutions aiming to ensure the cybersecurity of high-risk Al systems
shall be appropriate to the relevant circumstances and the risks.

The technical solutions to address Al specific vulnerabilities shall include, where
appropriate, measures to prevent, detect, respond to, resolve and control for
attacks trying to manipulate the training data set (data poisoning), or pre-trained
components used in training (model poisoning), inputs designed to cause the
Al model to make a mistake (adversarial examples or model evasion),
confidentiality attacks or model flaws.
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3.3 Correspondence of the articles with the sections of the guide

The following table details the sections of this guide that address the different elements of
this article:

Adequate and consistent level of robustness

15.1 paragraph 1 throughout the life cycle Section 4.1

15.4 paragraph 1 Re5|st§nce ' to errors, failures and Section 4.2
inconsistencies

15.4 paragraph 2 Redundancy, backup, and fail-safe plans Section 4.3

15.4 paragraph 3 Systems that continue to learn after they are Section 4.4

put into operation.
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4. How to approach the
requirements?

4.1 Assessment of robustness

The applicable robustness metrics guaranteed by the provider in the documentation
should reflect and be a sign of the quality of the system. Otherwise, when the requirements
established in the documentation in terms of minimum established notions or metrics of
responsible for the system mechanisms to notify a human operator that their supervision is
required (according to human oversight guide), both for a temporary variation of these
robustness metrics, as in the case of persistent variation in the form of a degradation of
response.

The providers of the Al system must implement capabilities that provide it with the
necessary robustness according to the intended purpose and with the aim of mitigating the
risks found in the risks plan (see risks guide).

At any point in the valid life cycle of the system, the provider shall:

e Provide the deployer with mechanisms to observe, monitor, and report different
types of model degradation (out-of-range model outputs, potential attacks by
adversaries, or disturbances that data or model may suffer) that exceed the limits
documented as reasonable for each robustness metric, in order to make them
reproducible for remediation.

¢ When the guaranteed robustness requirements change, correct them to ensure the
standards or metrics provided according to the documentation. When this is
irremediably not possible, and documented guarantees are breached, both the
documentation and the database card and the responsible Al model card must be
updated and the deployers involved must be notified (see accuracy guide). If this
adjustment is made with an update, the rationale for the change must be explained
in the technical documentation, as indicated in the technical documentation for
updates.

If conflicts arise between the application of the requirements of Chapter 3 Section Ill of the
European Regulation on Artificial Intelligence (in short, the guides accompanying this
sandbox), it must be demonstrated that these are formally the result of enforcing ethical
principles, and report the conflict that results in serious damage to the robustness of the
model, This type of consideration must be adequately documented, as established in the
Technical Documentation Guide, indicating the reasons and detailed explanations of the
preferences made. All parties involved must ensure that they are resolved. For example,
using established compliance procedures as a standard, best practices and those
processes guided by existing and upcoming certifications.

The measures to be taken by the provider in place will include those that measure the
quality of a system based on its ability to maintain a certain level of robustness associated

Transformacién
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with its accuracy under all circumstances [SC42 N483 ISO IEC TR 24029.1]. Statistical
analyses can be done to demonstrate this capability, but to test it requires some form of
formal analysis (See approaches in [ISO SC42 N938 ISO IEC CD 24029.2], ISO/IEC
25059:2023], Square method [75] and methods in [ISO/IEC TR 24029-1:2021 to assess
robustness without the use of formal methods).

In this section we are going to develop, therefore, the measures that are the responsibility
of the provider, and we are going to group them by specific aspects of the Al system, in
order to put the robustness in perspective for each of them.

The following points represent an indication of the topics to be addressed, related to the
assessment of robustness:

e The relationship of the life cycle and robustness, considered as a vertical for the Al
system.

e An approach to selecting the Al system's robustness metrics is presented.

e The verification and validation process for the selected metrics is established.

e Both efficiency and performance are considered to be elements associated with
robustness, so we provide indications on how to achieve them.

e Finally, the aspect of monitoring the robustness is addressed.

Organizationally, the deployer must have sufficient training to detect when a degradation
of the system occurs and thus be able to provide feedback to the provider when required
by the product documentation. Thus, the deployer must:

1. Know the basics associated with robustness and become familiar with the
documentation that gives you access to:

a. Visualize monitoring dashboards of all robustness metrics. These
dashboards must be integrated into the Al system by the provider, they can
be developed using commercial, open-source solutions or in-house
developments.

b. Interpret and use the output of the system in terms of its robustness, at the
level of functionality, model and system.

2. Access available tutorials (online, tutorials, additional teaching material) beyond
the product documentation so that you can fully understand the functionality of the
Al product when necessary to achieve the above point. Given that these are high-
risk systems, specific training plans for personnel should be considered when the
qualification or training of operators may not be sufficient.

It should be understood that the technical means integrated into the high-risk Al system
have been made available to the deployer by the system provider, providing knowledge of
them during the commercialisation phase and throughout the life cycle of the system itself.

Technically, in order for the deployer to be able to assess the output of the Al system as a
whole, and for a particular data entry, they must have a sufficient level of detail in the
documentation to be able to act on the monitoring guidance, if robustness degrades below
the minimum guaranteed levels. Thus, it is the responsibility of the deployer:

Know how to use and access the interface to obtain associated metrics of robustness and
computational efficiency. In order to use the system, the deployer must be familiar with:
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e The interface of the system and its outputs, for each functionality of the system, and
for the system as a whole. Within its intended purpose and in accordance with its use.

e Statistics that serve to compare the operation and metrics of the system provided with
other existing models of the state of the art or used as an algorithm/base model.

e Mechanisms for managing notifications of potential documented operating errors,
inspection procedures, supervision, correction, notification of potential erroneous
exits, or the absence thereof.

e Possible actions to take when the output is not endowed with explainability consistent
with its robustness, or when you witness unacceptable levels of robustness or
uncertainty in the output.

In addition, you can improve your user experience by studying the relevance of applicable
and chosen robustness metrics, depending on the use case, to observe and understand
differences in statistical significance of models.

Know how to explore the robustness metrics and other quality metrics associated with
the good functionality and supervision of the project.2. Know how to notify or correct
potential operating errors (erroneous outputs, lack of outputs, etc.) to the provider and
inspect input and output data.

4.1.1 Life cycle

For each element of the lifecycle of a high-risk Al system, a level of robustness is established
in line with the intended purpose of the system, establishing appropriate measures.
Depending on the phase of the life cycle, the measurements must be carried out by the
provider (design, development) or deployer (during its production or operation), avoiding
degradation, and any operating problem that reduces the robustness of the system during
its life cycle.

The robustness of an Al system must be verified throughout the life cycle defined in this
order:

e Design and development. Recognized characteristics should be identified, and
separability checked. Experiments will be designed to evaluate the capabilities of the
Al system in terms of a deliberate set of variables to which the model must show
robustness. For example, ensemble learning approaches (a technique that combines
multiple individual models to create a final ensemble learning model) will be
considered to increase the robustness of the models, including resistance to
adversarial or evasive attacks. In this aspect, and related to the data, we can consider
the following example: in an automatic speech recognition system, the use of
sufficiently large and diverse data will be demonstrated, which leads the model to
support and adequately deal with accents, background noise and technical
vocabulary.

¢ Verification and validation (V&V). The covered portions of the input domain should
be verified (e.g., with sensitivity criteria, or using formal methods) and the impact of
the disturbance should be measured by forcing the intentional, formal, and intended
purpose-related disturbance into the verification and validation process. Section 4.1.3
presents different measures to address this aspect.
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¢ Implementation / production. In this case, the impact of problems caused by

numerical precision (compilers that rearrange or replace operations, reduce
numerical precision, or change the rounding process) can be verified. In these
scenarios, and as defined in the cybersecurity guide, to avoid failures caused by
configuration problems, the validation and production environments of the Al system
have to be identical, or equipped with the mechanisms that allow them to be identical
(as indicated in the aforementioned guide, using container technologies or
equivalent). In section 4.1.6, we address in detail aspects focused on robustness and
systems in production.

4.1.2 Selecting Metrics

So far, we have seen the concept of robustness and its desirable properties, in the
organizational framework of the Al system. This organizational framework is the necessary
scaffolding for us to establish the detail of the technical operation on how to quantify
robustness. In successive sections, we will address how robustness is approached,
technically, with applicable methodologies and associated metrics.

The methodology for assessing the robustness of a model is based on the following steps:

1.

Establish robustness requirements or objectives and associated metrics: To what
extent does the system need to be robust? What are the robustness characteristics
of interest? Robustness properties demonstrate the degree of generalizability of
the model to new data, compared to its accuracy in the data with which it was
trained, or with expected data in typical operations. The set of criteria for deciding
on robustness properties must be constituted. Given these, the metrics that
quantify the elements that demonstrate achieving robustness will be identified.
Planning experiments that demonstrate robustness. These will be based on
statistical methods, formal or empirical, or in practice, on a combination of several.
Conduct experiments: The experiments defined in step 1 must be executed
according to the established plan and the results, the datasets used, and the
output values must be recorded, with which the metrics are calculated in an
aggregate manner.

Analyse results against the established metrics selected in point 1.

Interpret the results to inform the decision, these must be interpreted not only in
the value of the metric itself, but also in relation to its evaluation with all
experiments, both progressively (evolution over time) and aggregate (statistically).
Decide on the robustness of the system given the criteria and interpretation
identified above. If robustness is insufficient, return to the stage that alleviates its
deficiencies: adding robustness objectives, metrics, other measures, rethink
experiments or modify the data collection protocol for the experiment or correct
the analysis. This iteration should be repeated until the established robustness
goal is reached.
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Example - Employee Promotion System

During the design phase of the Al system in order to establish the robustness criteria
and how these are going to be applied to the system, the system provider follows the
following considerations, aligned with the points highlighted in this section:

1.

=

The following characteristics are selected for the Al system: reliability, stability,
sensitivity, and relevance. According to the design team, the thresholds for each
of them are established, and how they should be maintained throughout the life
cycle of the system. Validation data sets are generated for each of the different
features, data that are not used during training. In addition, a control group is
available for all the others that is also evaluated against these characteristics.
Since it is not possible to develop a formal method suitable for the Al system (see
section 7.2.1) that can build a system to which to apply a mathematical optimizer,
a combination of statistical and empirical methods is chosen to perform the
experiments.

The experimentation plan and the recording mechanisms are established. The
provider chooses to keep within its version control system, associated with the
versions of the model, the accumulation of experiments for each step of the
validation and verification iterations.

The analysis of the results will be carried out using the AUC and Lift techniques.
The analysis interprets the results in relation to the specification values defined in
point 1.

6. It will be iterated until the desired robustness is achieved in the validation and
verification process.

Although specifications can be implemented in different ways, during development you
can decide, for example, on specific threshold values to complete the optimization. This
value is not necessarily specified in advance and therefore the system will be more or
less accurate, depending on the data. This is why it is necessary to validate the model by
testing on specific data to observe how it behaves (performance validation), and this
data will depend on the intended purpose.

For metric selection, the 7.1 Annex I: Metrics and Tests for Al systems, a reference list that
can be consulted is presented, with the consideration that the provider must select the most
appropriate metric for the measurement of robustness, always considering the intended

purpose and the risks.

4.1.3 Validation and Verification

Robustness assessment requires the intervention of two very important steps that can be

clearly identified, validation and verification:

e Verification: Confirmation, by providing objective evidence, that the specified
requirements (see ISO/IEC 25000:2014 - Systems and software engineering 4.43 and
ISO/IEC 25030:2019 - Systems and software engineering 3.22) have been met in
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accordance with the manner in which they were specified?. This phase does not
require running the program with real data and is executed before validation.

e Validation: Confirmation, through the provision of objective evidence, that the
requirements of the intended purpose of the Al system have been met (see ISO/IEC
25000:2014 - Systems and software engineering 4.41 and ISO/IEC 25030:2019 -
Systems and software engineering 3.21). Validation includes testing the Al system,
previously verified, using real datasets, running the code to validate that it does what
it should do and works as expected.

Most types of data processed by different architectures, e.g. neural networks, can be
analysed by at least one formal method (see ISO/IEC 24029-2:2023. Artificial intelligence
(Al) — Assessment of the robustness of neural networks). Each method, with its advantages
and disadvantages (mainly scalability, etc.) You can tackle one or more of the desired
criteria in the robustness assessment model: stability, sensitivity, relevance or achievability.
Inthe 7.1 Annex I: Metrics and Tests for Al systems, a series of mechanisms that can be used
for the analysis of these types of data are offered.

Example - False Reporting Detection

To expand the mechanisms for verification and validation of the false complaint
detection model, an incomplete formal, black-box and deterministic method is
established (see Annex ).

To do this, between the complaints established as true and the complaints established
as false, a control group is extracted. From the original total set, a list of words related
to both types of complaints are extracted. With this list of words, for each complaint of
this control group, the statistical count of frequency of occurrence is established.

With this data, a function is constructed that provides, in relation to the distribution of
words, the exact result for each of the complaints of the control group.

In the validation and verification phase, the predictions of the Al system are compared
with the predictions of the established function, both for specimens in the control group
and outside it. In this way, this formal method complements the verification and
validation process.

4.1.4 Efficiency in Al systems

High-risk Al systems can run in environments with different computing capabilities, both for
those who are in the inference stage and for those who continue to learn over time, the
available computing capacity will profoundly affect the robustness of the system.

It is therefore very important that the metrics chosen to validate the robustness
characteristics are validated and verified (see section 4.1.3) in hardware environments that

2 Meeting specified specifications, early checks for programming errors, checking programs and documents through a system
walkthrough with a step-by-step tutorial, etc.

Financiado por Plan de
la Unién Europea ﬁ'& SEESPANA  PARA LA TRANSFORMACION DIGITAL é‘: Recuperacion,

Transformacién

- Sandbox | %,

21



la Unién Europea
NextGenerationEU

QY DEESPANA  PARALATRANSFORMACION DIGITAL B
Y DE LA FUNCION PUBLICA L

2 W v Resiliencia

exactly replicate the final computing capacities (memory, CPU, numerical accuracy,
processing speed, etc.) to which the Al system will have access. If the system is to be
installed by the deployer, the installation instructions must be clearly indicated the needs
of that hardware and its direct relationship with the accuracy of the system.

In those cases, in which there may also be calculation or memory restrictions, we provide
examples of measures:

1. Machine learning at the edge, when accuracy and robustness are required with
limited computational resources, such as running a model on a mobile device such
as a phone in real time or even on loT devices (smart sensors) or other devices
(cameras).

2. Distillation [47], when there are limitations on the memory of the system that the Al
system will run.

3. Distilled privileged learning [92], when not all the data modalities that were used
during inference-time training are available.

4. Continuous learning [25], when the model cannot grow in architecture and number
of parameters as learning tasks increase and must maintain minimum levels of
accuracy for all the tasks for which it was trained.

5. Network compression and pruning techniques (when the memory occupied by the
models exceeds a memory threshold) or others.

4.1.5 Performance in Al systems

The robustness metrics associated with system hardware and performance should be
described in the system documentation before designing the accuracy and performance
tests of the system execution stage. In this way, the target performance and efficiency will
be established to, for example, deal with a specific number of queries or requests per hour.

e Itshould considerthe robustness of the accuracy, performance, and strategies of their
implementation within the Al system as a whole, and how they are constrained by
limitations in the availability of resources, such as memory or power. For example,
one metric can be performance per watt or performance per watt (6.6.5 ISO SC42
N1011), although joules per watt or nano joules per pixel can be more intuitive to
calculate aggregated statistics [38]. At the hardware level, the required memory
capacity (e.g., in Python, Memray can be used for memory reservation tracking and
reporting).

¢ Computational complexity metrics: can measure degradation in the robustness part.
For example, in machine learning models, they would translate to inference latency
(e.g., classification latency, classification efficiency, classification performance, and
power consumption).

e Performance metrics: such as throughput in short periods of time, e.g. in FLOPS
(Floating Point Operations Per Second), or efficiency, throughput maintained over a
representative unit over a long period of time, e.g. in FLOPY (Floating Point
Operations Per Year). For example, while latency is often used to measure customer-
facing interactions, and performance in server applications, in Al they must be tailored
to the specific problem, for example, in an image classifier, efficiency can be
measured in the number of images processed in one second for a batch size much
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largerthan 1, orinlatency when the batch size is one (latency is inversely proportional
to efficiency).

Additional considerations that contribute to achieving proper model robustness are based
on hardware and its monitoring during different points in the Al model lifecycle:

e Hardware for the use of more complex architectures. To achieve the desirable values
of the accuracy and robustness metrics specified in the system requirements,
providers may use compute acceleration measures for specialized hardware,
graphics processing units (GPUs), application-specific integrated circuits, or
instruction sets embedded in central processing units (CPUs).?

e The hardware and architectures associated with a level of accuracy and robustness
must be transparent, fixed, and updated, where appropriate, in the established
documentation (according to the Technical Documentation guide).

e Possible inconsistencies in the system due to classification latencies should be
considered*.

e We once again reinforce an exact continuity between development, verification and
validation hardware environments, which allows the metrics obtained to be
understandable in contexts of identical computing capacity and architecture. In those
situations, in which it is not possible to have the same environment between phases
of the life cycle, it will be necessary to establish specific robustness conditions for
each environment, in order to allow the passage from design to verification and from
this to validation. In that case, the target values and considerations (defined as
specifications) must be set out in the hardware and its final system architecture. Again,
we remind you that, if the system is to be installed at the deployer's premises, in any
possible marketing format, minimum (and ideally recommended) requirements must
be clearly defined in which robustness requirements can be guaranteed.

Example - Employee Promotion System

The employee promotion system in one of its marketing formats is delivered to the
deployer so that he or she can install it. The provider decides to establish a series of
additional metrics to the robustness: latency of an individual evaluation and processing
capacity per second of evaluations, considering in the design of the system that these
two elements are key to prevent too slow processing from harming the position in the
classification of a person due to delay in the calculation of their score.

3 Other accelerators can be applied to simple functions (such as matrix multiplication) or complex functions (a ResNet
function). In addition, due to restrictions on energy saving measures, the extension of the training of certain models could
favour accuracy over others trained for a shorter time.

4 Classification latency measures the duration between the user's input of data to the model and the output of the model's
inference, and determines the quality (in this case, the accuracy and robustness) of the service provided, which must fall within
an umbrella range that defines the operational constraints of the model's implementation. and reporting when the execution
of the model inference exceeds unreasonable limits (ISO SC42 N1011).
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Since these two points are strongly dependent on the relationship with the hardware,
and during the design and validation/verification phases you will not have access to the
same hardware resources as during production:

e Minimum values are set for development and pre-production hardware, which
must always be achieved in any iteration of the algorithm.

e Minimum hardware specifications are established on which the expected values
are achieved in a production environment. These tests are executed whenever a
version is considered ready for production and are a necessary condition for the
version to be considered successful (always linked to other significant elements
of robustness, not as a single condition).

e The system includes a special recording of the two characteristics (latency and
evaluations per second) during its execution to inform of their possible
degradation, both due to changes in the data and modifications in the initial
volumes.

e The indications of the minimum requirements and the volumetry considered are
generated in the system instructions, so that the user can establish hardware
requirements in their facilities that guarantee the operation of the Al system.

4.1.6 Robustness monitoring

Al systems are software artifacts with a very special nature, which means that their behaviour
over time can vary, not only in those cases in which the system continues to learn over time,
butin general in all scenarios.

The appearance of unexpected domain spaces in the input data, or even the existence of
undetected errors or failures that can affect the accuracy, robustness or even the intended
purpose causing harm to people or affecting rights and freedoms, are aspects that cannot
be ruled out.

This type of monitoring fits into the scenario of post-market monitoring (see that guide).

Focused on robustness, proper monitoring involves looking at statistics, data distribution,
and changes in business usage. Other notions to keep in mind are:

e Feedback mechanisms should be provided to distinguish between errors of the
deployer misusing the system from those of the system itself being inflexible to meet
the needs of the deployer (system errors), or the system making erroneous
assumptions about the deployer (Context errors).

e The types of errors in a troubleshooting process that includes a record of problems,
their reasoning or cause and type of fix, permanent or short-term and their
effectiveness (and according to the records guide) and documented following the
indications for changes and updates as indicated in the technical documentation.

e Providers should implement the ability to audit models based on ethical principles
(e.g., [57]), so that the key tensions responsible under ethical consequences are
identified, and recognize these as commitments. To this end, robustness assessment
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methodologies (based on the assessment of Stability, Sensitivity, Relevance or
Achievability [ISO/IEC 24029-2:2023 SC42 N938 ISO IEC CD 24029-2]) or conformity
assessment should be used to guide the processes that preserve CapAl's principles
of responsible Al [57].

There are different platforms that allow this control or monitoring, both commercial and
open source, the provider can select any of them to formalize this monitoring or opt for its
own development as long as the chosen solution meets the requirements of the European
Regulation on Artificial Intelligence.

Robustness cannot be understood without being related to the supervision and
transparency that establish how information on the status of the system is communicated
and the impact it has on decision-making, it is recommended to consult or revisit the
respective guides on these aspects. It is important to consider that an expert in the domain
should be informed of the intended purpose of the system, who may not necessarily have
knowledge of Al.

4.2 Robustness and Resistance to Errors

In the introductory section of the guide we have seen, supported by the considerations
provided by the European Regulation on Artificial Intelligence, that the system must have
technical robustness (as indicated in recital (75) of the Regulation) to prevent failures, errors
or inconsistencies from having consequences for safety, or negatively affecting
fundamental rights.

Likewise, throughout section 4.1, the organisational and technical measures necessary to
establish the robustness of the system and how to measure it over time have been
developed.

On this aspect, it is Article 15 of the European Regulation on Artificial Intelligence in
paragraph 4, which indicates that:

Art.15.4 - Accuracy, robustness and cybersecurity

High-risk Al systems shall be as resilient as possible regarding errors, faults or
inconsistencies that may occur within the system or the environment in which the
system operates, in particular due to their interaction with natural persons or
other systems. Technical and organisational measures shall be taken in this
regard.

Therefore, it is clear that it is necessary, associated with the concept of robustness, to
establish strategies for predicting failures, unintended consequences of negative effect and
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effects that affect the safety of people or that negatively affect fundamental rights will have
to be studied and assessed to avoid their scope in possible misexecutions of the Al system.

The provider is responsible for implementing measures to mitigate the lack of robustness
in Al systems against errors, failures and inconsistencies.

Organizationally, the provider:

¢ It will facilitate the implementation of alerting techniques (pointing out which special
cases need changes in the rules to correct those decisions in the future) to the
responsible parties or, in the last case, if no response is received from them within a
time established as safe, functionality will be implemented that allows the automatic
shutdown of the system. In the specific case of robustness that concerns us, the system
must be prepared to launch such alerts when robustness is compromised. Al-based
automatic deployment must use safe fault protocols, such as allowing human
intervention at any time. This aspect is detailed in the human supervision guide.

¢ Introduce safe fault protocols. The development of Al technologies with safe failure
protocols must allow humans to predict catastrophic mishaps even if their occurrence
is rare, it must reserve a design planning that will entail a dedicated effort to try to
predict future risks and traps into which the system may fall.

Technical measures to preserve robustness such as resistance to failures, errors or
technical inconsistencies include the following aspects.

Prior to the development of the Al system, dialogues must be established with different
stakeholders, maximizing the diversity and inclusion of different domain profiles during the
design, development, maintenance, application, monitoring and use of the system. The aim
is to prevent catastrophic consequences from the subsequent use of the system when it has
been implemented.

One approximation to this approach is to develop different model design evaluation
committees that will be involved, with different points of view from experts with different
backgrounds, in order to predict (and tackle, in the design phase), inconsistencies in the
design or implementation of the system that may lead to unintended consequences. In
SMEs and start-ups, these committees can focus on working groups throughout the
company where a cross-cutting operation of the process can be evaluated.

The thinking to be established consists of the idea of "safe Al based on suffering, in favor of
safe failure": It is easier to strive to avoid very tragic triggers that could occur when
deploying a given Al system, than to try to make sure that all aspects of the system will
always work correctly and as expected [40].

Another approach is the classic one in secure Al of the trade-off between the probability of
success and controllability. In this case, if it is difficult to control the values of the resulting
artificial agent, then the risk that is supposed to be a dead end, whereas in the Al of certain
failure it does not require worrying about the controllability of the system at the same level,
as long as there is enough controllability to predict that they can be avoided.

In safe Al focused on suffering, intervention strategies are proposed such as:
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e Influencing system outputs with controlled Al, through the propagation of the
system's core values, or targeted safe Al strategies such as differential progress to
differentially move the system away from the worst-case scenario. Also identify safe
Al where it is needed most, identifying the worst event that could occur from a
controlled failure, and work towards identifying an overall control or system shutdown
mechanisms.

e Designing ways to make the Al system fail with graceful or "benign" failures, so that
there would be even worse failures than the design of this graceful failure®.

Example - Employee Promotion System

During the risk analysis of the Al system, it has been considered a risk that the system
does not have the same amount of information for all employees, which can cause the
evaluation not to be carried out correctly, causing those employees who have less
information within the system to be discriminated against. The errors that can cause
information not to be incorporated into the system for a given employee are very varied,
and difficult to inventory because the system integrates with several sources.

To remedy this, the possibility of missing information (i.e. failure in data entry) is
considered possible for all employees. To do this, two ways are created to deal with this
potential error:

e The system creates a list of all employees who have less information than the
average and creates alerts about them so that it can be reviewed by the staff and
the lack of information corrected, for any of the origins.

e The system is capable of providing an alternative employee evaluation list, in
which an evaluation is added on the missing information for those employees that
is not complete, based on an analysis of the data of those who, if they have
complete information, to have an approximation of the promotion status for those
employees with failure to incorporate information.

Organizationally, deployers should familiarize themselves with past cases and lessons
learned in similar use cases reported, documented, and kept up to date by the provider in
the updated system documentation.

The deployer is responsible for using the channels provided by the provider to properly
report the presence of errors, since it is their responsibility to monitor them. This implies,
therefore, that the provider must provide means to manage the receipt of notification of
the presence of errors, by the person responsible for the deployer.

Technically, the deployer will need to be prepared to:

*The implementation of secure system values can be done by asking whether correctability reduces the risks of the system
causing suffering [41].
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1. Know or have - and train, if necessary - personnel who could comply with the provider's
established concepts and possible implementations of "safe failure".
2. To actin the face of the lack of robustness as a concept of degradation of the model.

4.3 Redundancy and backup plans

The path of knowing, guaranteeing and preserving the robustness of the system as a
characteristic of the system, has the additional derivative of having redundancy techniques
for the operation of the Al system, in such a way that it can be guaranteed.

Art.15.4 - Accuracy, robustness and cybersecurity

The robustness of high-risk Al systems may be achieved through technical
redundancy solutions, which may include backups or fail-safe plans.

Therefore, part of the mechanisms to achieve robustness are based on redundancy
techniques, which include backup or fail-safe plans.

The provider is primarily responsible for establishing redundancy techniques in the Al
system and ensuring that they are in line with the intended purpose of the system and also
paying attention to foreseeable undesired outcomes.

The provider must document and facilitate the monitoring of the level of coverage of the
quality tests carried out on the system (see cybersecurity guides, accuracy and
cybersecurity, as well as the quality management system guide), correlation analysis and
redundancy that may reveal potential attacks on the system or degradation of its quality.
Examples of techniques to be used are: correlation of controls and measures, e.g. data
restores, System restores, KPl measures (number of incorrect data restores), degree of
coverage of preventive defences, coverage testing, quality testing and data restoration.

The provider will provide actions for the continuous design of the system based on risks
safeguarding, to support the Al system with resilience to attacks, robustness to changes in
the operating environment, minimizing unexpected unintended damage, and
reproducibility.

The provider will need to provide:

1. Automatic data copy mechanisms (according to records guide) that allow the
redundancy of models, algorithms, logs or records provided by the MLOps and
DevOps libraries, data and model executions.

2. Mechanisms for the safe failure of the same components throughout the life cycle
of the Al system.

3. Toolsthat allow an action plan to be executed when the failure has occurred, for the
effective recovery of data, models, algorithms and the Al system.
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4. Tools for reproducibility, tracing (according to the records guide), provenance or
lineage of the data that guarantee the robustness of the model used and allow
detecting modifications in the data that lead to significant changes in the robustness
or performance of the model.

Both the redundancy and the action plan of the same components indicated above must
be local and global; ideally, using a second device or mechanism, such as secure cloud
hosting.

To technically execute the previous points 1, 2, and 3, it is recommended to follow the
following MLOps methodologies and tools:

e Geographic redundancy measures.

e Systems scalable in capacity according to demand, availability and performance
monitoring system.

e Implementations of backup systems and data version tracking.

e Models and algorithms that are included in DevOps platforms such as all those
existing in the market, both commercial and open source (free). They provide key
features such as automation of development and distribution operations, centralized
cloud computing, continuous error monitoring, and container technology to run
microservices or resource-constrained applications across multiple environments,
which would allow orchestration to achieve geo-redundancy scenarios and scalability
according to demand.

Example - False Reporting Detection

The processing of complaints at police stations is a process that requires continuity and
availability over time, which allows a citizen to file a complaint at any police station at any
time.

To ensure that the Al system can perform the operations of evaluating the complaints,
with high availability the Al system is distributed in data centers (data centers), with
redundancy systems in different physical locations, both in storage and in application
servers, to prevent a failure in one of the locations of the data center from suspending
the execution of the service.

They introduce an auto-scalable response system, which allows the system to increase
the performance of the database and applications according to demand.

For the integration of all this with the process of distributing new versions, an open-
source DevOps tool is connected, which before releasing a new verified and validated
version, performs a battery of unit tests, integration and checks the accuracy of the system
and if everything is correct distributes the update over the infrastructure.

With these considerations, the Al system has an infrastructure that guarantees
redundancy and a deployment mechanism that ensures that the necessary requirements
for its implementation established from the design and through risks analysis are met.
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As for the data (point 4 above), configuration parameters or the model learned, they must
be downloadable to promote their reproducibility. To promote the publication of results
and the lineage of models, when the weights of a model, pre-trained models or datasets
are not possible to store them in the main code repository that stores it, the use of open
access tools and trusted repositories will be promoted.

To keep track and record of the databases used and the modifications they undergo, free
database-specific version control tools can be used.

For their part, the deployer in this regard must know the redundancy measures that are
provided, as well as the backup and fail-safe plans.

It will be especially so if the Al system is installed by the deployer in their own facilities. In
this case, it is the responsibility of the deployer to accurately replicate the installation and
maintenance instructions provided by the provider, associated with the measures
described in the previous section.

Organizationally, the user's responsibility will be to know, apply and keep an eye on the
associated accuracy metrics and statistics, which may reflect changes between the
distributions of the training data and inference (being able to exhibit distribution shift or
data shift (dataset shift or shift distribution)).

In terms of technical training, the deployer is responsible for knowing, applying and
keeping an eye on the fault backup system in the event of a failure, if specified in the
provider's documentation.

4.4 Robustness for systems that continue to learn

The behaviour of Al systems that continue to learn after being commercialized, requires
special focus and treatment to ensure their robustness, especially in the possibility of the
appearance of biases.

Art.15.4 - Accuracy, robustness and cybersecurity

High-risk Al systems that continue to learn after being placed on the market
or put into service shall be developed in such a way as to eliminate or reduce
as far as possible the risk of possibly biased outputs influencing input for future
operations (feedback loops), and as to ensure that any such feedback loops
are duly addressed with appropriate mitigation measures.

It is important to consider that continuous learning should be extended, conceptually in
terms of coverage of the proposed measures, when it is updated by having been retrained
following an update process, and not only the systems that continue to learn automatically
during their use.
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Provider and deployer must ensure that the constant and continuous training of the Al
system over time does not deteriorate its robustness, accuracy and performance metrics.

The provider, as responsible for the design, implementation, verification and validation of
the Al system, is primarily responsible for meeting the requirements established in this
section. At the organizational level, they must consider:

e The Al system provider should have experts who can cover monitoring the
degradation of the system during each and every one of the different stages by which
the model can suffer degradation at the level of data scientist, data engineer, as well
as changes in the operation of MLOps and DevOps.

e At the level of design and conception of the model, continuous learning strategies,
compression of deep learning models must be considered to tackle the possible
catastrophic forgetting. Other measures of robustness to be studied in these stages
of system inception are the design of mechanisms (Mechanism Design [113, 53, 51]).

e |t must be ensured that the constant and continuous training of the Al system over
time does not deteriorate its KPls and metrics of accuracy, robustness, performance,
and other metrics that reach the principles of reliable Al.

e The provider shall indicate formal annotation techniques in the system
documentation on specific cases of execution of the Al system when the must or has
the option of interacting, interoperating with other systems or humans, reusing or
integrating with other systems. In particular, feedback or improvements provided by
humans should be noted so that the future version of the updated model takes them
into account, within the paradigm and human-centered Al, Human on the Loop
(HOTL) and Human in the Loop (HITL).

The provider, in relation to such reported data, shall maintain a public database of lessons
learned from failures, which shall serve to maintain a continuously updated knowledge
base, and which integrates safety into the design and the paradigm of the safeguard
design. It can evoke situations or visualizations of examples that can help discern and
prevent unfavourable HRAIS scenarios to avoid.

The deployer must have access to and be familiar with the functionality of the system in
order to be able to visualize and report, at any time, if necessary, to the provider, anomalies
that do not ensure that the constant and continuous training of the Al system over time it
does not deteriorate its KPIs and metrics of quality, robustness, efficiency, performance and
uncertainty, among others.

4.4.1 Types of Al system degradation and mitigation plans, strategies
and tools

The quality in terms of robustness of an Al system is only as good 1) as good as the data is
(see Data Guide), and 2) as solid as the model and its infrastructure are once in production.

Once the model is trained, the provider may be forced to find a trade-off between accuracy
and stability. However, a solid system must avoid its degradation, for this it is necessary
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that for the degradation taxonomies that may exist, we can transfer correction or detection
mechanisms.

There are three main types of potential degradation of an Al model, as it continues to be
trained or used for inference; All of them shall be monitored and evaluated from the
development phase to the implementation phase during the life cycle:

1. The deviation of the model: This refers to the difference between the average
predictions of the model and the actual values. It represents the systematic error
that indicates the model's ability to capture the underlying relationships in the data.
A high deviation suggests that the model is too simple and fails to capture complex
patterns, leading to underfitting. To mitigate drift, it is advisable to increase the
complexity of the model or improve the quality and quantity of training data. It is
essential to balance deviation and variance to avoid both underfitting and
overfitting the model.

2. The deviation or drift of the model over time: it is a phenomenon in which the
predictions of the learned model are degraded due to alterations in the
environment. It occurs when P(Y|X) changes: the same inputs produce different
outputs. Strategies to mitigate and monitor this type of drift: the battery of tests must
be responsible for detecting model and system failures silently, the impact of the
change in the data with respect to the original training data of the model and its
impact on the accuracy and associated metrics.

3. Data drift over time: occurs when the input data (or independent variable) of a
model (the joint distribution, P(X)) changes. It's one of the biggest reasons why a
model degrades its accuracy over time. It occurs when P(X) changes, or P_t1 (X) =
P_t2 (X)). When P(X) changes, a domain shift occurs.

4.4.2 Strategies to mitigate changes in degradation of model and/or
data accuracy and robustness

To mitigate both model drift and data drift, network retraining is often a solution, but not
always feasible, especially in continuous learning contexts.

Characterize model deviation and adapt the model to the model [58], use dataset deviation
strategies [60], or out-of-distribution (OOD) generalization or zero-shot generalization
[61]. In order for the model to continue learning and adapting to the change in distribution,
continuous learning strategies can be useful for data deflection [62] and for continuous
learning with models that do not stop training. For example, the use of Elastic Weight
Consolidation (EWC), Piggyback [112], Experience Replay models (replay buffer, prototype
experience replay, rehearsal), replay with generative models (pseudo rehearsal), or Memory
networks, among many others [25].
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Example - False Reporting Detection

In the design of the high-risk Al system, the provider has considered that, although the
training base is broad (see examples in the accuracy guide), the model can be degraded
by changes in the data present in the complaints over time and may suffer: data drift and
domain displacement. The concept that is established is not that they can occur, but that
they will occur, so it is necessary to mitigate them (as far as possible) and provide a
feedback mechanism that expands the training base with the final evaluation of a human
agent.

In order to mitigate data drift and domain displacement in complaints (both from their
structured content: provinces, addresses, and from textual content), the domain
adaptation technique proposed in this guide on training and verification/test complaint
sets is used.

Since retraining the system is not feasible on an ongoing basis. The Al system is equipped
with a process that allows agents to add the real veracity/falsity of a report in which the
system has made an error, with this information the Al system prepares a depersonalized
and anonymized training copy that can be incorporated into the training suites in
subsequent future updates. This information is incorporated into the MLOps system
described in this guide for this same Al system.

To mitigate data drift and domain shift, domain adaptation techniques [59] or transfer
learning can be used.

When the data sets are visual, the potential occurrence of general, selection, frame, or label
bias and all its subtypes should also be studied (Table 1 in [88] and associated list of
requirements in the appendix).

To detect causal relationships that may be a source of bias, classifiers can be used to
discern the presence of certain objects or attributes in a classifier, to detect selection bias
[93], through the Neural Causation Coefficient (NCC, [92]).

e When you don't have access to the actual target: Confidence-based Performance
estimation (CBPE) for classification models, and Direct Loss Estimation (DLE) for
regression problems.

e Efforts should be made to establish mechanisms to detect silent failure of the model,
for example, with warning systems. For example: NannyML claims to be the only
open-source algorithm today capable of fully capturing the impact of data drift on
accuracy, and Microsoft's AzureML with MLOps-level error diagnosis.

e To estimate causal relationships that may compromise robustness, the omitted
variable bias that explains the dependent and independent variables leads to biased
estimates. To do this, methods that reduce the risk of this bias can be used: variable
instrument or least squares estimator, or regression discontinuity design.
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To monitor the well-known phenomenon of catastrophic forgetting and the inability to
learn continuously [25], it is recommended to use continuous learning or lifelong learning
models, consider and report metrics for forgetting control and continuous learning
monitoring, for example, Backward transfer, forward transfer, model size efficiency,
samples storage size efficiency, and computational efficiency [28].

Organizationally, the Al system must implement functionality that allows the automatic
computation, monitoring and notification by the deployer of the degradations to which the
system may be exposed. Therefore, it will be the user's responsibility to know the system
provided by the provider, and to access its technical documentation.

Regarding technical measures:

e The deployer is responsible for knowing, applying and keeping an eye on the model
through the interfaces provided to transmit its accuracy, biases (according to the Data
Guide) and uncertainty.

e Thus, youshould use the instruction manuals of the interfaces of the tools that provide
all the related metrics, to be in a position to interpret (see Transparency guide), verify
that the output of the model corresponds to its accuracy and associated metrics, and
that the explanation points out the expected correct reasons [113], in order to
evaluate if the system is working correctly, without bias (avoiding for example
hallucination of elements [114,115], see Biases in the Data Guide). Once the biases
have been identified, it will act accordingly according to human oversight guide).

More information on measures to monitor and control the robustness of Al systems at ISOS:

e [SC42_N483_ISO_IEC_TR_24029-1] ISO/IEC TR 24029-1, Artificial Intelligence (Al) -
Assessment of the robustness of neural networks - Part 1: Overview

e [ISO/IEC 24029-2:2023 SC42 N938 ISO IEC CD 24029-2] Artificial Intelligence (Al) -
Assessment of the robustness of neural networks - Part 2: Methodology for the use of
formal methods.

e (ISO/IEC 24029-2:2023 ISO /IEC JTC 1/SC 42/WG 3 Secretariat: ANSI Date: 2021-09-
06).
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Technical documentation

Just as important as robustness itself, its associated metrics and the mechanisms necessary
to guarantee it, is its documentation. The technical documentation, as detailed in the
corresponding guide, must contain at least the following information related to robustness:

Instructions on how to obtain and interpret robustness measures and metrics,
including their explanation and monitoring, shall be documented according to the
Technical Documentation Guide for all potential users of the system who are required
to monitor, develop, or intervene in the system.

For reported robustness to be actionable, such documentation shall include the
possible ranges of configurable model parameters, ranges of input and output data,
as well as estimated latency and efficiency measures to achieve the established
robustness.

The minimum acceptable values for the applicable robustness metrics (and
guaranteed by the provider in the documentation) shall reflect and serve as an
indicator of the system’s quality. When these values cannot be guaranteed, the
provider shall make available mechanisms for the deployer to notify a human
operator (according to the Human Oversight Guide) and/or enable possible
interruption or shutdown of the system.

Since robustness must be maintained throughout the entire life cycle of the system,
the documentation shall be updated after each relevant modification of the model,
retraining, or change in the operational context, reflecting the evidence and results
of the new evaluations carried out.

In addition, robustness documentation shall explain to the different deployers how
the system operates in relation to common challenges among the principles of
trustworthy Al. For example, by indicating the minimum guarantees the system
provides regarding known trade-offs: between global group fairness and individual
privacy (already demonstrated), or the potential trade-off between robustness and
privacy. As these trade-offs between requirements have shown the possibility of
being in conflict, the Al model card shall state the minimum expected guarantees, as
well as those trade-offs that have been tested and may or may not be guaranteed.
To test the model as a sandbox case, methodologies are recommended with which
the user should become familiar, especially if they become a provider by reusing or
modifying the product — such as canary deployment, where the model is put into
production for a small segment of users, being monitored and controlled for possible
issues identified through integration and regression testing.

The Responsible Al Scorecard shall be reported together with the dataset sheets and
model cards as a unifying basis for the trustworthy Al principles that affect the
robustness of the system.

In any case, the Technical Documentation guide establishes how to organise this
documentation and how to relate it to the measures described in this guide. To have a
complete scenario and therefore a correct framework, it is recommended to consult both
together to establish how to document the robustness of the system.
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5.1 Certification of model robustness

Prior to commissioning and after the implementation of the model, the robustness of the
model can be certified. Given the intended purpose of the Al system and the type of data
it uses, it is recommended to look at the type of attacks and defences (in this, the
cybersecurity guide reviews the applicable scenarios).

In terms of methodologies, and which can therefore help the provider to properly
document the robustness of the Al system, mechanisms can be established to establish
certain guarantees of robustness. To this end, new licenses and those under preparation
can be considered:

e Hippocratic License https://firstdonoharm.dev/
e RAIL (https://www.licenses.ai)
e FEthicas foundation (certification/seal)

Examples:

e Stability Training (79) can be used to stabilize the robustness of image processing
models against distortions such as compression, re-scaling, or cropping.

e To evaluate and strengthen natural language processing models, data augmentation
and adversarial training can be used with TextAttack [12][13].

¢ For objective-soft functions such as population loss, adversarial training can be used
on principle, for example, considering a Lagrange penalty formulation perturbing the
distribution of the data on a Wasserstein ball.

Depending on the stage of the life cycle, the certification of robustness requires different
organizational measures.

1. Operation and monitoring. It is essential to assess the robustness of artificial
intelligence (Al) systems in their operational scope and monitor their evolution.
When the required level of robustness is not reached, corrective actions must be
implemented, such as alerting the operator or activating safety modes to prevent
failures. Formal methods can be applied in this context; however, they tend to
demand greater processing, memory, and power resources compared to other
approaches.

o To make the explanations over time more robust, counterfactual data
augmentation can be used to train the model with data samples and their
factual counterfactuals and thus avoid unfortunate counterfactual_events
(UCEs [82]) or use plausible counterfactual events [85, 86], which not only
provide better robustness than counterfactual explanations closer to the
example to be explained, butthey also imply greater individual fairness [85].

o To explain the drift of input data in the sense of data differentials, ontologies
and induction of concepts on background knowledge can be used [87].

2. Re-evaluation: Monitoring of validation tests and verification of EU ethical principles
could be done through the requirements set by regularly updated licenses.
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6. Selt-assessment questionnaire

To carry out a self-assessment of compliance with the requirements of the Artificial
Intelligence Act referred to in this guide, a global self-assessment questionnaire has been
generated with a series of questions with the key points to be considered with respect to
the obligations dictated by the articles of the Al Act mentioned in this guide.

It will be necessary to refer to this document in order to carry out the section of the self-
assessment questionnaire corresponding to this guide
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/. Annexes

7.1 Annex |: Metrics and Tests for Al systems

7.1.1 Metrics to Establish Robustness

In addition to those identified in the accuracy guide, specific metrics on the robustness of
artificial intelligence models can be reported:

Multiclass classification:

e Cohen's Kappa coefficient: Measures agreement between scorers, adjusting for
the probability of random agreement.

e Confusion Matrix and Derived Metrics: Provides a detailed view of model
performance, including true positives, false positives, true negatives, and false
negatives.

¢ Hinge Loss: Mainly used in Support Vector Machines (SVMs), it evaluates loss based
on the classification margin.

e Matthews Correlation Coefficient (MCC): Provides a balanced measure of model
performance, especially useful in imbalanced datasets.

Importantly, in imbalanced datasets, metrics such as Area Under the ROC Curve (AUROC)
may not be adequate, as they do not correctly reflect the ratio of false positives to true
positives.

Binary classification:

e Precision-Recall Curve: Useful when classes are unbalanced, as it focuses on the
model's ability to correctly identify positive instances.

e ROC curve: Shows the relationship between the true positive rate and the false
positive rate at different thresholds.

e Balanced accuracy: Averages sensitivity and specificity, providing a more balanced
measure in cases of unbalanced classes.

Multi-tag classification:

e F1 Score: Combines accuracy and recall into a single metric, being especially useful
when handling multiple tags per instance.

Scoring systems:

e Area Under the Curve (AUC): Assesses the model's ability to distinguish between
classes.
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e Lift: Measures the improvement of model predictions compared to a random
strategy.

Statistical methods:

e Mean Squared Error (RMSE): Calculates the square root of the average of the
squared errors, providing a measure of the magnitude of the error.

e Maximum Error (MaxError): Indicates the largest difference between the
predicted and actual values.

e Correlation between current and predicted values: Evaluates the linear
relationship between model predictions and actual values.

e Cross-validation: Includes techniques such as K-fold, Group K-fold, Leave-One-
Out, Leave-One-Group-Out, and Monte Carlo cross-validation, which help assess
the generalizability of the model.

In addition, to measure the robustness associated with the accuracy of the model, the
following can be used:

» AUROC: Although it should be employed with caution on imbalanced datasets. [ISO
SC42 N1011]

e Cumulative Response Curve (CRC) or Gain Curve: Alternatives to the ROC curve
when the target is focused on a specific proportion of the database. 7

e Hamming Loss: Measures the fraction of labels incorrectly predicted in multilabel
classification problems; lower values indicate greater robustness.

e 5x2 cross-validation schemes: Provide a more robust evaluation of model
performance.

The selection of metrics should align with the specific goals of the model and the
characteristics of the dataset, ensuring a fair and accurate assessment of its performance
and robustness.

7.1.2 Test Methods

Statistical methods rely on mathematical testing procedures that can illustrate a certain level
of confidence in the results. They allow engineers to verify whether system properties reach
a target desired threshold. For example, how many predictions produced are flawed or
inconsistent?

For this there are the following test methods:

e Formal methods rely on firm formal proofs to demonstrate a mathematical property
over a domain. Formal methods include uncertainty analysis to test the stability of
interpolation, using optimizers (solvers, e.g. an SMT optimizer to test the absence or
existence of adversarial examples and the ability to exhibit them), optimization
techniques (such as Branch and Bound or constraint programming) or abstract
interpretations to prove a maximum stable space property.
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e Empirical methods rely on experimentation, observation, and expert judgment. to
evaluate the extent to which the system properties are true in the tested scenarios.
Field trials that may use software testing standards (e.g.ej. ISO/IEC/IEEE 29119-
3:2021, where the residual risk is indicated in relation to what was evaluated by the
tests in order to find defects in the tested element), tested a posteriori (with input-
output evaluation, or validation by testing).

Performing input perturbation tests, to consolidate the robustness of the system, is a testing
mechanism that allows evaluating the behaviour of the Al system in production conditions,
where inputs are less controlled. Here are three examples of disturbances according to the
types of Al systems:

e To assess the robustness of a model against a specific disturbance (e.g., presence of
liquid droplets causing image defects in lenses) using a formal method we must have
a function describing the process of application of the disturbance that is based on a
limited parameter that can be varied to present acceptable variations of perturbation,
and it is preferable to have a commutative composition of functions. Other
disturbances could be vibration, rotation, brightness, atmospheric turbulence,
homogeneous noise, blurring, overexposure (blooming bright spots) or smear.

e Insound data, frequency ranges audible to humans or not (such as ultrasound-based
disturbances) can be studied.

¢ Inreinforcementlearning (RL) you can: applying disturbing forces to the agent makes
the agent more solid, influencing an agent to always take the worst possible action
can be seen as an attack that leads to better strength of the trained agent in
environments with different physical properties. Reducing an agent's accuracy or
efficiency is also possible even if the adversary is only part of the victim's environment
and therefore part of his or her observations. An example of technique in this case is
league training [81].

7.1.2.1 Formal methods

Formal methods are mathematical techniques for the rigorous specification and verification
of software and hardware systems that aim to demonstrate or verify the correctness of the
system. Formal methods allow the Al system to be matched to the intended purpose with
a mathematical model. They can complement other methods and increase confidence in
the robustness of models, reason about them and demonstrate whether they satisfy the
relevant robustness properties.

Generally, they establish a link in the model (e.g., neural network) through the inputs to the
outputs on a domain, which allows us to know how much each input impacts each output.
There are several types of formal methods. A distinction is generally made between:

e Complete (provide exact answers) and incomplete. The latter may be more realistic
for application to the verification of neural networks that achieve high accuracy in
complex data tasks, as they use abstraction techniques that scale to them. However,
they may fail to demonstrate a property of robustness that is satisfied.

e Deterministic or not. The latter can verify models such as mixture density networks
or variational autoencoders that do not produce a deterministic output but
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probability distribution. To demonstrate formal guarantees of its robustness with high
probability, non-deterministic methods can establish the parameters of this output
distribution deterministically.

White box (internal-access) or black box (model agnostic). White-box verifiers require
access to the network's internal representation, architecture, and learned parameters,
but not to the training data or the algorithm used to train the neural network. Black
box verifiers can be used when the model is encrypted and not accessible. However,
they require the ability to run the model for specific inputs, which can make them less
accurate than white-box ones.

Computer or real arithmetic. Although in many cases this is not the case, verifiers can
take into account the rounding errors made with computer arithmetic and reason,
under the semantics established for that particular arithmetic, about the outputs of a
neural network®.

7.1.2.2 Formal methods and their applicability for verifying the robustness of
artificial neural network-based Al systems

The application of formal methods, as a mechanism for verifying the robustness, allows two
formal properties of the robustness of a system to be established in neural networks:

Interpolation stability calculates the uncertainty of a neural network as a way to
detect when the network will have insufficient interpolation capacity and therefore
insufficient robustness.

Maximum stable space: Calculates the size of the domain where the neural network
will have a stable classification prediction. Formal methods can be divided into the
type of model to which they are applied:

o Piecewise linear neural networks (PLNN) verification methods: The
robustness of these neural networks can be verified with satisfiability modulo
theories (SMT) solver optimizers, with mixed integer_linear program (MILP)
or others reflected in ISO /IEC DTR 24029:2021 such as Fast-Lin - Fast-Lip,
CROWN and formal safety analysis.

o Methods for verifying binarized neural networks (BNNs): Create an exact
representation of the BNN with Boolean formulas such that all valid input and
output pairs are solutions of this formula, and verification is achieved using
Boolean satisfiability, Integer Linear Programming (ILP).

o Verification methods through optimizers (solvers): MILP, SMT (Satisfiability
Modulo Theories): All are deterministic, white box. They encode every
computation of a neural network as a constraint and, depending on the
architecture, can be complete or incomplete verifiers’. If the elements at the

¢To prevent robustness assurances from being met for computations actually done with floating-point arithmetic or otherwise,
formal verifiers consider the semantics of the type of computational arithmetic, standard or not, and ensure that the output
captures the possible outputs of the network under that semantics. Only when operators round correctly as set forth in the
IEEE 754 standard can verifiers account for changes in the order of the computations and can approximate the rounding done
on each operator.

7 For example, hyperbolic activation functions such as sigmoid and tanh are too complex to encode precisely, so optimizers
approximate them with formal abstractions.
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boundaries of the strength constraint satisfy the constraints, the property is
demonstrated.

o Verifiers of Abstract Interpretation. Frameworks for the scalable analysis of
large and complex probabilistic and deterministic systems that, in the
context of neural networks, provide a deterministic, incomplete white-box
method that can verify the robustness of large architectures through the
abstraction of model inputs by means of geometric shapes, boxes,
zonotopes, polyhedrons, or others, so there's an inherent trade-off between
accuracy and scalability. For example, using boxes to constrain inputs scales
to millions of neurons per second, but it is imprecise to verify robustness
properties; while semi-defined relaxations are more precise, but do not scale
to large architectures.

7.1.2.3 Methods for formally verifying the robustness of other particular neural
network models

Transformer models can be verified by decomposing layers into sublayers where limits are
calculated that act as a guarantee from the first sublayer (of linear transformations, nonlinear
functions and self-attention operations) to the last [99]. Verifying and validating the
robustness therefore in each of the established stages.

In the case of recurrent neural networks (RNNs), these can be considered as infinite-state
machines or finite-state automata, so the local robustness of the RNNs can be measured for
classification with model checking and abstract interpretation. Abstract interpretation is a
framework for the scalable analysis of large-scale, complex, and probabilistic deterministic
systems that provides an incomplete, deterministic, white-box method that can verify the
robustness of large neural networks.

In reinforcement learning (RL)-based Al systems: Stability and robustness should be
considered when documenting the robustness of systems, testing both in simulation and in
the real world [68], and using metrics adapted to the task and context [69, 105].

For other types of data such as graph-based neural networks they will require specific
specialized methods8.

7.2 Annex ll: Robustness and uncertainty

In this Appendix we present the relationship between uncertainty and robustness for the Al
system. The provider should consider this Annex in connection with the robustness
assessment, as a detail and extent of the measures referred to in paragraph 2.

8 For example, when you have tabular data that combine data of various types (numerical, symbolic, textual) and express
relationships between them, this may prevent the use of formal methods due to the large number of rows and the difficulty
of estimating the variance within each row.
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7.2.1 Robustness as a capacity to deal with and minimise uncertainty

The reliability of the reported accuracy and robustness for an Al model depends on the
reliability of the data and the estimation of the factors generating the data, its hypothesis in
relation to the intended purpose, etc. [1]. If the data degrades (when the data it processes
no longer follows the distribution of the data used when it was trained), the model will too.
(see Data Guide).

A reliable representation of a model's uncertainty is key for any Al model. At least two main
types of uncertainty are associated with a predictive model: 1) Random, and 2) Epistemic.
Randomness is not reducible, as it is due to the inherent stochastic nature of the
dependence between instances x and outputs y. Epistemics is reducible by the model: you
could eliminate it by collecting more data for the worksets [1].

The provider shall provide infrastructure to monitor and report, throughout the life cycle of
the Al system, potential:

1. Changes in the distribution of training data and test (dataset shift).

2. Disparities in domain change or machine learning task requiring adjustment to the
new data domain by fine-tuning with weight freezing in neural networks, or with
transfer learning processes.

3. Changes in the mechanism of acquiring new data, involving, for example, the
introduction of unwanted artifacts, data that include indicators that may introduce a
bias indirectly, or a simple imbalance of these.

4. Catastrophic forgetfulness and the inability to learn continuously [25].

In terms of technical measures, we detail in the following sections, different measures to
deal with different dimensions that lead to the robustness of an Al system.

7.2.2 Methods for measuring and quantifying the uncertainty of the
output of an Al model

Techniques for quantifying the uncertainty associated with a model include:

e Calibrate the classification models (with isotonic regression or Sigmoid / Platt
scaling), i.e. use a post-processing technique in order to improve the estimation of
probability or improve the error of the distribution.

e Assess uncertainty indirectly (assessing its usefulness for improved prediction and
decision-making), e.g. with accuracy-rejection curves or other strategies [1].

e Using other calibration measures: Macro-average accuracy, proportion of classes,
MSE, Logloss, CalBin, CalLoss, Avg error, relative error, Anderson-Darlin (A2) test
[2].

Tools for estimating and monitoring (see Human Supervision guide) of the degradation of
model accuracy and robustness through the uncertainty associated with it:

e IBM Uncertainty Quantification 360 Toolkit (to estimate, communicate and use
uncertainty in predictive models to improve both model accuracy and robustness).

Transformacién
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e NannyML (to estimate model uncertainty after model is put into production, before
and after the target output data is no longer available, detects data and model drift
that possibly cause it).

7.3 Glossary

It is a technique that simplifies program analysis by creating
abstract representations that capture essential properties. It helps
to understand and reason about the behaviour of programs without
actually running them, making it easier to detect errors and optimize
in artificial intelligence.

Abstract interpretation

The Anderson-Darling test is a statistical test used to determine
whether a dataset follows a specific distribution. It is used to
evaluate whether the data fits into a theoretical distribution, such as
the normal, exponential, or uniform distribution.

The test is based on the comparison of the observed values with the
expected values under the theoretical distribution. It calculates an
adjustment measure called the Anderson-Darling statistic, which
Anderson-Darling (A2) takes into account the differences between observed and expected
test values, giving more weight to deviations at the tails of the
distribution.

The null hypothesis of the test is that the data follow the theoretical
distribution, while the alternative hypothesis is that the data do not
conform to the theoretical distribution. If the value of the Anderson-
Darling statistic is greater than a given critical value, the null
hypothesis is rejected, and it is concluded that the data do not
follow the theoretical distribution.

It is @ machine learning technique that uses additional information
or privileged knowledge available during the training stage to
Distilled Privileged improve the performance of the final model. A secondary model is
Learning trained to learn how to predict this privileged information and is
used to teach the base model to take advantage of it and improve
its predictions.

The AUROC is a metric that summarizes the quality of the ROC curve
AUROC and provides a quantitative measure of model performance. The
higher the AUROC value, the better the performance of the model.
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They are machine learning models that generate latent
representations following a specific distribution. These models
Variational allow you to reconstruct the original data and also generate new
autoencoders data similar to the originals. They are useful in data generation tasks
and other applications where capturing the uncertainty associated
with data generation is required.

Mean error (ME) is a measure used to assess the systematic bias or
trend of a model or estimate in predicting values. It is calculated by
taking the average difference between the predictions and the
actual values.
The ME is a measure that takes into account the direction of error. If
the predictions are consistently higher than the actual values, the
EM will be a positive number, indicating a positive bias. On the
other hand, if the predictions are systematically lower, the EM will
be a negative number, indicating a negative bias. Relative error (RE),
on the other hand, provides a measure of error relative to actual
value. Expressed as a percentage, it is useful for assessing the
relative accuracy of the model or estimate at different data scales.
The ER allows for a more direct comparison of accuracy between
different models or estimates, regardless of the magnitude of the
values.

Mean error / relative
error

In the context of machine learning and model training, backward
transfer and forward transfer refer to the influence that learning one
task can have on the performance of other related tasks. Backward
transfer occurs when learning from a previous task improves
performance on subsequent tasks. That is, the knowledge acquired
by learning a previous task helps to improve performance in
subsequent tasks. On the other hand, forward transfer occurs when
learning a subsequent task improves performance on previous
tasks. In this case, the knowledge gained from learning a
subsequent task influences the improvement of performance in
previous tasks. These transfers can occur when tasks have a certain
relationship or similarity in terms of characteristics or underlying
structure. If the knowledge learned in a task can be effectively
applied in related tasks, a transfer of learning occurs, either
backwards or forwards.

Backward transfer,
forward transfer

It refers to a visual phenomenon that can occur in digital images,
especially in images captured by digital cameras or CCD (charge-
coupled devices) sensors. Itis related to the presence of noise in the
images.

Blooming bright spots
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It is a technique used to solve optimization problems by
systematically exploring all possible solutions. It uses branching

Branch and Bound strategies to divide the search space and bounding techniques to
eliminate unpromising solutions. The goal is to find an optimal
solution or approach it efficiently.

It is a calibration measure based on overlapping clustering. For

each class, all cases must be ordered according to the prediction

p(i, j) by reassigning the indices. The first 100 elements will be taken

as the first bin, the percentage of cases of class j in this box will be
CalBin calculated as the true probability, fj.

Ziel.100IP (L)) = £l

The error for this bin is, Later the error will be calculated for the rest
of the bins. Finally, the average of the errors will be calculated.

A perfectly calibrated classifier always gives a convex ROC curve.
However, a classifier can produce very high AUC scores, but the
probabilities may differ from the actual probabilities. One method
of calibrating a classifier is to calculate the convex hull or, in other
words, to use isotonic regression. Flach and Matsubara (2007) break
down Brier's score into loss of calibration and loss of refinement.
CallLoss is defined as the mean squared deviation of the empirical
probabilities derived from the slope of the ROC segments.

CallLoss

It is a measure of agreement, used to evaluate the agreement
between two evaluators or classifiers. It provides a more robust
measure than simple match in ranking and takes into account the
expected agreement by chance. A kappa value close to 1 indicates
a high degree of agreement, while a value close to O indicates
agreement similar to that expected by chance.

Cohen Kappa

Computational efficiency in machine learning refers to the ability of
machine learning algorithms and models to perform tasks quickly
and efficiently in terms of computational resources, such as runtime
and storage capacity. In the context of machine learning,
Computational computational efficiency is an important aspect due to the
efficiency increasing complexity of datasets and models. The aim is to
optimize the use of computational resources to achieve a balance
between the performance of the model and the resources required.
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It is a technique that uses the confidence or probability measures
assigned by a classification model to evaluate its performance.
Setting a confidence threshold calculates the accuracy of the model
only for predictions with a confidence measure above that
threshold, allowing for a more accurate estimate of model
performance in critical situations.

Confidence-based
Performance
estimation (CBPE)

Control-measurement correlation refers to the relationship or
dependence that exists between the values of the controls used in
a system and the resulting measurements. In the context of control
and monitoring systems, it is important to understand how changes
in  controls  affect  measurements and  vice  versa.

When there is a strong correlation between controls and
measurements, it means that changes in control values have a
significant impact on the measurements obtained. This may be
desirable in some cases, as it indicates that controls have a
predictable effect and can be used to influence measurements in a
Correlating  controls = controlled manner.
and measures
However, there may also be situations where a strong correlation
between controls and measurements is not desirable. For example,
if there are external factors that can affect measurements
independently of controls, a strong correlation can make it difficult
to identify the true cause of variations in measurements.

Understanding  the  correlation  between controls and
measurements is essential in many fields, including engineering,
physics, and data science. It allows systems to be properly analysed
and modeled, causal relationships to be identified, controls to be
optimized to achieve desired results, and to understand the
behaviour of systems under different conditions.

These are techniques used to evaluate what part of the source code
has been executed during testing. There are different types of
coverage, such as line coverage, branch coverage, condition

Coverage tests coverage, and road coverage, which focus on different aspects of
the code. Coverage testing is useful for measuring and improving
software quality, although it does not guarantee the absence of
errors.
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It is an iterative method used to solve the multiclass classification
problem. Through a series of transformations and optimizations, it
seeks to maximize separability between classes in a feature space.
This approach avoids the need to decompose the problem into
independent binary classifiers and can improve classification
performance by considering additional information.

Crammer-Singer

Acronym for "Convex Relaxation of Nonlinear layer", it is an
approach used in the field of machine learning and neural networks.
It is an approach that uses convex mathematical programming to
approximate the forward propagation function of a nonlinear neural
network using a convex formulation. It provides upper and lower
limits for neural network output based on input boundaries,
allowing robustness analysis to be performed and safety properties
to be certified for the model.

CROWN

Differences or changes in data between different points or
moments in time. They are a measure used to analyse how data
varies or differs in different situations and can provide valuable
insights into trends, patterns, and changes in data.

Data differentials

Change in the distribution of data between the training set and the
test set or between different points in time. It can negatively impact
model performance and requires specific approaches to address
the issue and mitigate its impact.

Data shift

It occurs when there is a discrepancy or change in the distribution
of data between related datasets. It can have a negative impact on
model performance and requires specific techniques to mitigate its
effect and improve model generalization.

Dataset shift

It refers to transferring knowledge from a larger, more complex
master model to a smaller, more simplified student model. Itis used
to train the learner model more efficiently and effectively, using soft
labels generated by the master model rather than categorical
labels. This allows the student model to capture the knowledge and
underlying structure of the data and generalize better.

Distillation

It is an approach in machine learning that seeks to directly estimate
the loss function associated with a problem rather than using the
conventional loss function. The goal is to obtain more accurate
estimates of loss and improve the performance of the model in
specific tasks, taking into account particular aspects of the problem.

Direct Loss Estimation
(DLE)
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It is a method used in machine learning to mitigate the catastrophic
forgetting of previously learned knowledge when training models
Elastic Weight ©n new tasks. It selectively protects weights important for previous
Consolidation (EWC)  tasks by means of a penalty function that prevents drastic changes
in those weights during training on new tasks. This allows the model
to preserve and efficiently use the previous knowledge acquired.

It is a focus on machine learning that combines multiple learning
models to improve accuracy and overall performance. By taking
advantage of the diversity of the models and combining their

Ensemble Learning individual predictions, a more robust and reliable final prediction is
obtained. This approach is based on the premise that the
combination of independent models can overcome individual
constraints and improve generalizability.

Experience Replay, also known as replay buffer, prototype
experience replay, or rehearsal, is a technique used in training deep
learning models, especially in reinforcement learning algorithms.

The core idea of Experience Replay is to store and reuse past
experiences during training rather than using only the most recent
experiences. This is accomplished by storing experience transitions,
which consist of pairs of states and actions taken in an environment,
in a storage memory called a replay buffer. During training, instead
of using only the most recent transitions, the transitions stored in the
replay buffer are randomly sampled. This allows the deep learning
model to re-experience a variety of past situations, helping to avoid
over-reliance on the most recent experiences and improve training
efficiency and stability. There are several benefits to using
Experience Replay. First, it helps to decorate experience transitions,
as adjacent experiences in time can be highly correlated. This
prevents the model from being trained only in similar situations and
improves its ability to generalize to different situations. In addition,
the replay buffer allows for more effective exploration, as transitions
are randomly sampled, and suboptimal behaviours can be avoided.
There are variations of Experience Replay, such as Prototype
Experience Replay, which focuses on storing and using
representative examples or prototypes to improve model
performance.

Experience Replay
(replay buffer,
prototype experience
replay, rehearsal)
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The F1 score is a statistical measure that combines the accuracy and
recall of a classification model. It is useful when you have
unbalanced classes in your data. It provides a single metric that

F1-Score represents accuracy and recall in a balanced manner, and its value
ranges from 0 to 1, with 1 being the best possible result. A high F1
score indicates a balance between accuracy and model recall in the
class rankings.

Computationally efficient algorithm. It calculates a certified lower
bound on the input disturbances allowed for ReLU networks using
a layer-by-layer approach and binary search in the input domain.

Fast-Lin

Computationally efficient algorithm. It relies on Fast-Lin to calculate
the limits of the activation functions and, in addition, estimates the

Fast-Lip local Lipschitz constant of the network. In general, Fast-Lin is more
scalable than Fast-Lip, while Fast-Lip provides better solutions for |1
limits.

A formal analysis of neural networks is required due to the risks
associated with erroneous predictions in adverse situations. This
approach makes it possible to verify security properties and find

Formal safety analysis = concrete counterexamples in larger networks, which significantly
improves the existing analysis capacity. In addition, this approach
can contribute to improving the explainability and robustness of
neural networks.

It is a model evaluation technique that takes into account the group
structure of the data. It divides the data into predefined groups and
Group K fold cross evaluatesthe performance of the modelin test and training sets that
validation are representative of different groups. This allows for a more
accurate assessment of model performance in real-world situations
where the data has a group structure.

It is a technique that divides data into k folds and performs k
iterations to evaluate and select models. It provides a more accurate
estimate of model performance and helps avoid over- or under-
fitting issues by using all data more effectively.

K-fold cross validation

It is a training technique in which multiple agents are trained in
parallel and compete against each other in a game environment.

League training Through internal competition, agents learn and improve their
strategies with the goal of achieving optimal performance in the
league.
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It's a cross-validation technique that leaves out an entire group in
each iteration as a test set. It is useful when the data has a structure
of related groups and allows you to evaluate the performance of the
model taking into account the specific characteristics of each group.

Leave-one-group-out
cross validation

It is a cross-validation technique in which a single sample is left out
Leave-one-out cross as a test set in each iteration. It allows for a thorough evaluation of
validation the model wusing all available data, although it can be
computationally expensive.

Also known as logarithmic loss or cross-entropy loss, it is a common
evaluation metric for binary classification models. It measures the
performance of a model by quantifying the difference between the
predicted probabilities and the actual values. Logarithmic loss is
indicative of how close the prediction probability is to the
corresponding true/true value (0 or 1 in the case of binary

LoglLoss classification), penalizing inaccurate predictions with higher values.
Lower record loss indicates better model performance. Log Loss is
the most important probability-based ranking metric. It's difficult to
interpret raw record loss values, but record loss is still a good metric
for comparing models. For any given problem, a lower logarithmic
loss value means better predictions.

It is a metric used to evaluate the performance of a classification
model in multiclass problems. Instead of calculating the accuracy
for each class individually and averaging the results, the macro
average accuracy calculates the accuracy per class and then

Macro-average performs an unweighted average of these accuracies. It takes into

accuracy account the performance of all classes equally and is not affected
by class imbalance in the data. Each class contributes equally to the
calculation of the average macro accuracy, making it suitable when
you want to evaluate the overall performance of the model across
all classes equally.

It is a metric used to evaluate the performance of a binary
classification model. It provides a measure of the balance between
true positives, true negatives, false positives, and false negatives. It's
Matthew's correlation 5 \seful metric when working with imbalanced datasets, where
coefficient positive and negative classes have different proportions. Unlike
accuracy or recall, MCC is not affected by class imbalance and
provides a more balanced assessment of model performance.

ME or Maximum Error is the absolute value of the most significant
difference between a predicted variable and its actual value.
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It is the set of data points that are robust against disturbances and
do not undergo significant changes in their labels or classifications.
Maximum stable space = This concept is useful for understanding the stability and robustness
of machine learning models and can be used to improve the
generalizability and adaptability of machine learning algorithms.

The property of Maximum Stable Space states that an algorithm is
capable of maintaining data stability by preserving the
Maximum stable space classifications or labels of data points even in the presence of
property disturbances. This property is important to ensure the robustness
and generalizability of machine learning models under different
scenarios and conditions.

It is known Risks as a Semi-Quantitative Risk Assessment. It uses a
combination of qualitative and quantitative analysis to assess and
classify risks. It provides a structured way to identify, analyse and
prioritise risks, taking into account both their impact and their
likelihood. This approach helps organizations make informed
decisions about how to manage and mitigate identified risks.

SQuaRE Method

They are a neural network architecture used in probability
distribution modelling problems. Instead of predicting a single
value or classification, MDNs are capable of modelling and
predicting complex probability distributions. They are useful in
applications such as text generation, speech synthesis, time series
prediction, and regression problems where complex probability
distributions need to be modelled and estimated. They provide a
flexible and powerful way to represent uncertainty in neural network
predictions.

Mixture density
networks

It is a formal verification technique used in computer science to
analyse and verify the correctness of concurrent systems or software
systems. It consists of automatically verifying whether a formal
model of the system complies with certain specified properties. This
technique is particularly useful for critical systems where correctness

Model checking and verification are of paramount importance, such as in the design
of electronic circuits, communication protocols, embedded
systems, and safety-critical software. Model checking provides a
rigorous and automatic way to ensure the correctness of systems
and detect potential problems before they are deployed or
deployed.
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It refers to the ability to achieve optimal or acceptable performance
using a small size model. In other words, it is about obtaining results
comparable to or close to those obtained with larger models, but
with fewer parameters or computational resources.

Model size efficiency

It is an approach that combines traditional cross-validation with
Monte Carlo cross- repeated random sampling to evaluate the performance of a
validation model. It helps to get a more reliable estimate of model
performance by considering multiple random partitions of the data.

It is an evaluation metric that measures the average of the squared
differences between predictions and actual values in a regression
problem. It is widely used and penalizes large errors more but can
be sensitive to the scale of the data.

MSE

ONNX (Open Neural Network Exchange) is an open-source
machine learning model exchange format, which provides a
standard format for describing the structure of the model and
associated parameters, allowing developers to train models in one
framework and use them in another without having to recreate the
model from scratch. It was developed collaboratively by Microsoft
and Facebook to facilitate interoperability between different
machine learning frameworks and tools.

ONNX

It is a software tool used in the realm of formal verification and
constraint satisfaction troubleshooting. It combines the capabilities
of constraint satisfaction solvers (SATs) with the ability to reason
about specific theories, such as arithmetic theories, set theories, list

SMT Optimizer theories, array theories, among others. SMT optimizers are widely
used in hardware and software verification, driver synthesis,
automated planning, program optimization, and other domains
where it is necessary to reason about constraints and combined
theories.

Discovery of out-of-distribution data in deep neural networks is an
area of research that focuses on identifying and detecting data that

Out-of-distribution is significantly different from a model's training data. This is
important because out-of-distribution data can lead to incorrect or
unreliable predictions.
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They are an architecture of neural networks that use linear neurons
in each linear segment of the input space. Although they are simpler
Piecewise linear neural and easier to train, they can struggle to model complex nonlinear
networks -PLNN relationships. They are suitable for applications where a linear
approximation is sufficient or when a simpler and more efficient
model is desired.

It is a mathematical optimization approach that combines
continuous and integer variables in a linear programming model. It
allows you to address discrete decision-making and optimization
problems, where some variables must be integer.

PLEM o MILP (mixed
integer linear
program)

It is a neural network training approach that uses small, incremental
adjustments to model parameters to achieve faster and more stable
convergence. Itis an efficient and effective technique for optimizing
machine learning models.

Differential Progress

Indicates the relative distribution of different classes relative to the

Proportion of classes . .
total samples or instances in a dataset.

It is a metric that quantifies the average error between the
predictions of a regression model and the actual values of the
dataset. Itis used to evaluate and compare the accuracy of different
models, with the lowest possible RMSE value being desirable.

RMSE

A design approach that focuses on embedding safeguards and
safety mechanisms early on in Al systems, with the primary goal of
ensuring that Al systems are safe, ethical, and reliable, and
minimizing the risks associated with their implementation. This
design involves identifying potential problems, risks, and
vulnerabilities inherent in systems and taking steps to mitigate
them. This can include implementing security controls, privacy
measures, risk assessments, and rigorous testing. In addition,
ethical and legal aspects must be considered when designing these
systems, such as fairness, transparency, and accountability. The
safeguard-based design approach is based on the principle that it
is more effective and less expensive to address safety and ethics
issues in the early stages of development, rather than trying to fix
them once the system is up and running. By integrating safeguards
from the initial design, the aim is to prevent possible unintended or
harmful consequences and ensure that the systems are safe and
reliable for use in different applications.

Safeguard based
design
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It refers to the ability to reduce the space needed to store samples
without significantly compromising the performance or quality of
the model. This is important because datasets can be massive, take
up a lot of storage space, and require significant computational
resources to process.

Samples storage size
efficiency

Satisfaction modulus theories (SMT) refer to the problem of
determining whether a first-order formula is satisfactory with

Satisfiability modulo especttosome logical theory.

theories (solver) SMT-based solvers are used as back-end engines in model
verification applications, such as bounded model verification,
interpolation-based, and predicate abstraction.

Solvers are specialized programs or algorithms that solve
mathematical optimization problems by finding optimal or
suboptimal solutions through specific techniques and algorithms.
They are fundamental tools to address optimization problems in
various fields, including economics, logistics, engineering, among
others.

Solvers

Deep domain adaptation allows us to transfer the knowledge
learned by a particular DNN in a source task to a new objective-
related task. It has been successfully applied in tasks such as image
classification or style transfer. In a sense, deep domain adaptation

Domain  adaptation allows us to get closer to human-level performance in terms of the

techniques amount of training data needed for a particular new machine vision
task. Therefore, | believe that progress in this area will be crucial for
the entire field of computer vision, and | hope that it will eventually
lead us to an effective and simple reuse of knowledge through
visual tasks.
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It refers to events that could have happened but didn't. These events
are called "counterfactual" because they are hypothetical or
counterfactual situations that are raised to evaluate the impact of
alternative decisions or actions.

In the context of machine learning and decision-making,
"unfortunate counterfactual events" refer to situations in which a
negative or undesired outcome occurs as a result of a decision
made or an action taken. These unwanted events can be the result
of various circumstances, such as a machine learning model that is
not properly trained or has not captured all possibilities, insufficient
or unbalanced training data, or simply the uncertainty inherent in
the decision-making process.

Unfortunate
counterfactual events

The study of "unfortunate counterfactual events" is important in
machine learning to evaluate and understand errors or unintended
results of models, and to identify possible improvements or
solutions. By analysing and considering counterfactual scenarios,
one can learn about alternative actions or decisions that could have
led to better outcomes and use this knowledge to improve models,
algorithms, and decision-making strategies in the future.

Zero-shot generalization refers to the ability of a machine learning
model to apply its prior knowledge and understand entirely new
Zero-shot tasks or domains without having been specifically trained in those
generalization domains. It allows models to use the transferable knowledge gained
in training to perform tasks beyond specific training examples.

- Sandbox | %, s6



NextGenerationEU

7.4 Appendix: Critical Translations (English-Spanish)

Performance: Precision, given the closest contextual meaning typically used in
ML/AI (it could also be interpreted as accuracy), although it is usually translated as
performance or efficiency in more general computer science contexts.

Accuracy: Accuracy or hit rate, defined as (TP+TN)/(TP+TN+FN+FP)

Precision: Precision, positive predictive value; the fraction of retrieved instances that
are relevant.

Recall (hit rate or TPR): Sensitivity or recall; the fraction of relevant instances that have
been retrieved.

Confidence, Trust, and Reliance (the latter sometimes translated as dependence):
all are translated as confidence.

Trade-off: Compromise.
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8.2 Standards and Norms

The present section compiles the main recommendations from a set of international
standards related to the robustness of artificial intelligence systems, within the framework
of Article 15 of Regulation (EU) 2024/1689, which establishes the obligation to ensure
that Al systems remain robust, safe, and accurate throughout their entire life cycle.

These standards provide technical guidelines for the assessment of robustness, reliability,
and quality of Al systems, helping providers and developers to demonstrate compliance
with robustness requirements through appropriate design, testing, and validation
practices.

The set of standards referenced herein has been developed primarily within the framework

of the ISO/IEC JTC 1/SC 42 Technical Committee, specialised in Artificial Intelligence, as
well as by other international standardisation bodies (IEEE, ETSI, ITU, DIN, and

CEN/CENELEC). Some of these standards have already been published, while others are
currently under development or review.

The normative standards that encompass the contents of this document are as follow:

[1] ISO/IEC TR 24029-1:2021, Artificial Intelligence (Al) — Assessment of the robustness
of neural networks — Part 1: Overview.
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ISO/IEC 24029-2:2023, Artificial intelligence (Al) — Assessment of the robustness of
neural networks — Part 2: Methodology for the use of formal methods.
ISO/IEC/IEEE 29119-3:2021, Software and systems engineering — Software testing
— Part 3: Test documentation.

ISO/IEC 25000:2014, Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Guide to SQuaRE.

ISO/IEC 25030:2019, Systems and software engineering — Systems and software
quality requirements and evaluation (SQuaRE) — Quality requirements framework.
ISO/IEC 25059:2023, Software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Quality model for Al systems.

prEN 18229-2 (en desarrollo), Al Trustworthiness Framework — Part 2: Accuracy and
Robustness.

Additionally, the following related standards and technical documents can also be
consulted, as they address complementary aspects of robustness, reliability, and
evaluation metrics in Al:

[8]

[9]

DIN SPEC 92001-2:2020-12, Artificial Intelligence — Life Cycle Processes and Quality
Requirements — Part 2: Robustness.

ETSI TR 103 821 (INT-008 / AFIl), Autonomic network engineering for the self-
managing Future Internet (AFI); Artificial Intelligence (Al) in Test Systems and
Testing Al Models (Technical Report).

[10] ITU-TF.748.12(2021), Deep learning software framework evaluation methodology.
[11] ITU-T F.748.11 (2020), Metrics and evaluation methods for a deep neural network

processor benchmark.
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